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Instructions

1. Login to  https://www.hacksplaining.com/lessons
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2. Complete the four vulnerability lessons which are Password Mismanagement, Email Spoofing, Malvertising and Logging and Monitoring.

3. Visit https://tryhackme.com/ 

Cyber Defence Frameworks

4. Complete Junior Security Analyst Intro https://tryhackme.com/room/jrsecanalystintrouxo  

Help video: https://youtu.be/9oOQLED6mRU 

5. Complete Pyramid of Pain https://tryhackme.com/room/pyramidofpainax 

Help video: https://youtu.be/S7AxXavRNQE 
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Cyber Threat Intelligence

6. Complete Intro to Cyber Threat Intelligence https://tryhackme.com/jr/cyberthreatintel 

Help video: https://youtu.be/OZ80zXwTh0g 

7. Complete Threat Intelligence Tools https://tryhackme.com/room/threatinteltools 

Help video:  https://youtu.be/F68zMPAdz-8 
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Discover frameworks and policies that help establish a good security posture. Learn how e
organisations use these in defensive strategies.

g Cyber Defence Frameworks

Play through a day in the life of a Junior Security Analyst, their responsibilities and qualifications needed to
land a role as an analyst.

|- i Junior Security Analyst Intro
e
Pyramid Of Pain
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(@) Learn what is the Pyramid of Pain and how to utilize this model to determine the level of difficulty it will
cause for an adversary to change the indicators associated with them, and their campaign.
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Cyber Threat Intelligence
Learn about identifying and using available security knowledge to mitigate
and manage potential adversary actions.
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Intro to Cyber Threat Intel
Introducing cyber threat intelligence and related topics, such as relevant
standards and frameworks.

Threat Intelligence Tools
Explore different OSINT tools used to conduct security threat assessments
and investigations.
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